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Abstract

at which humans are somewhat more successful than
machines. This is because there is little co$taving an

How do you tell a computer from a human? The automatic attacker that fails most of the time.ptactice,

situation arises often on the Internet, when oniiodls
are conducted, accounts are requested, undesired e&m

if one wants to block automated scripts, a chakeng
which humans are 99% successful and machines are 1%

received, and chat-rooms are Spammed_ The approacfﬁUCCQSSfUl is still not sufficient if the cost @iilires and

we use is to create a visual challenge that is efasy
humans but difficult for a computer. More speailiig,
our challenge is to recognize a string of random
distorted characters. To pass the challenge, thigext
must type in the correct corresponding ASCII string
From an OCR point of view, this problem is inteiregt
because our goal
accumulated knowledge to defeat the state of th®@@R
algorithms. This is a role reversal from traditidn@CR
research.

Unlike many other systems, our algorithm is based o
the assumption that segmentation is much moreculiffi
than recognition. Our image challenges presentdhar
segmentation problems that humans are particulagy
at solving. The technology is currently being used
MSN’s Hotmail registration system, where it has
significantly reduced daily registration rate withinimal
Consumer Support impact.

1. Introduction

is to use the vast amount of

repetitions is low for a machine. Thus, to be ukef HIP
must make the cost of an automated attack highgéntau
discourage repeated guessing. In a strong sensk s
successful if the cost of answering challenges veith
machine is higher than the cost of soliciting husm
perform the same task.

1.1. Synthesis and analysis

One important advantage of the HIP approach is that
generating a HIP is a “synthesis” task while bragkt is
an “analysis” task. Computationally, Synthesisigsially
orders of magnitude easier than analysis, espgciddén
synthesis is lossy. For instance, computing a
projection of a 3D object, merging the projectiomoi a
larger image, and occluding it with other objects all
trivial image synthesis tasks. Locating and retrocting
the original object is much more difficult and idllsan
unsolved vision problem.

Fortunately, the task for generating a HIRiggsally a
synthesis one, while breaking the HIP can be matde a

2D

Work on distinguishing computers from humans traces &nalysis task. This generally makes it easier ¢dify a

back to the original Turing Test [1] which asksttlza
human distinguish between another human and a m&chi
by asking questions of both. Recent interest hiaged to
developing systems that allow a computer to disiiiy

HIP paradigm than a system that has been condirticte
analyze it. Even if analysis techniques catch uth &
particular HIP system on one axis, a simple moaliion
can often create a new design that is beyond thehref

between another computer and a human to enable th&nalysis tools on some other axis. This has thienpal

construction of automatic filters to prevent autteda
scripts from utilizing services intended for humdggj
Such systems have been termed Human InteractividsPro
(HIPs) [3] or Completely Automated Public Turingsie
to Tell Computers and Humans Apart (CAPTCHAS) [4].
An overview of the work in this area can be founds].

The CMU CAPTCHA project and the work at PARC
[6] are presently the most advanced of these sffand
include various text recognition, visual pattern
recognition, image processing, and audio recognitio
challenges.

Construction of HIPs that are of practical value is
difficult because it is not sufficient to developatienges

to place an enormous burden on adversaries whoteeek
defeat a HIP system. For instance, if a HIP reglir
counting how many instances of chairs appear in an
image, and if an adversarial party had painstakibgllt a
chair detector, the HIP paradigm could easily cleatty
counting butterflies, and the adversary might havieuild

a butterfly detector from scratch. This is an amase
stacked in favor of HIPs.

It is interesting to note that other races barstacked
differently. For instance SPAM filtering put therden of
analysis on the filtering while the spammer hasrtheh
easier task of synthesis. This is also an arntse,rhut it
is stacked in the favor of the spammer which ddes t



synthesis. When the filter blocks the spam, thesper learning algorithm to break the new paradigm. Ada
can very cheaply generate different forms of email. number of analysis problems are solved is such & wa
Because analysis is so much harder than syntliesisy Indeed, many in the field consider that at leastpfinted
eventually become difficult even for the human dat she characters, OCR is a solved problem. Even foriairs
SPAM from genuine email based on content alone. Anand highly distorted characters, the state of thé®O&€Rs
interesting strategy is to turn the tables aroumdl a are remarkably robust and can recognize letterserund
challenge the spammers with a HIP. extreme conditions of distortion and noise [7].
We therefore propose to augment the classificatiek

1.2. Character recognition versus other visual with a segmentation task. In section 2, we arda t
HIPs segmentation is intrinsically harder than clasatfien and

still presents an insurmountable challenge fordheent

There are many synthesis tasks which might be State of the art algorithms.
appropriate as HIPs. Among visual challenges, axeh This is not equivalent to saying that the probleith w
chosen character recognition for several reasdfisst, never be solved. Clearly, if humans can do ithaee no
the task must be extremely simple and universélimans way to assert that machines cannot. However, haman
may have to solve lots of HIPs in different sitoas. If ~ benefit from massive parallel visual processing yeteto-
they have to read and understand different instustfor be-understood multi-scale reasoning algorithms. elVh
each HIP, it puts an important cognitive burdentoa ~ computer algorithms approach human segmentation
subject who is likely to eventually refuse to do iFor  abilities, many important vision tasks will be reewl as
instance, recognizing random objects in a scenebbeay ~ Well. In the meantime, segmentation HIPs can pi@vi
good challenge, but it requires instructions aswtich useful services.
objects must be recognized, and a description ef th
dictionary of the object names. Universality idikaly to 2. Recognition versus segmentation
happen as different and competing entities ardylike
generate HIPs with incompatible instructions. QGimgn Is pattern recognition fundamentally different frgatern
objects in a scene also requires instructions andsegmentation and detection? Can segmentationdh@sa
potentially large images since we need to counersgv  a recognition problem?
different entities to maintain a less than one thausand
chance of an adversary being successful by randonR.1. The “everything else” space
guessing. This then also becomes a fairly complex
cognitive task for human subjects. One might argue that it is possible to build a seger

Identifying letters, on the other hand, has severalout of a recognizer by running the recognizer ot
advantages. The dictionary is obvious and eadsdlas  entire image, and training it to only fire when idal
an assigned button on the keyboard. Letters/digitee  patterns are encountered.  Despite the fact thiat t
less ambiguity and are more language independant th approach may not be practical at test time (for
other object names, and every computer has priesite ~ computational reasons), the main problem is ttahitrg
draw them on a bitmap. Optical character recagmiti  such a recognizer might be prohibitively expensiviéhe
(OCR) is a very well understood problem for botmigd recognizer needs to distinguish valid charactessfbad
and cursive text, and we know the strengths, wessle®?  input. This is potentially very difficult becautiee class
and complexity of the state of the art algorithn@}. [  boundary between a given class and everything islse
Arguably, if any visual HIP has a chance of becamin typically much more complex than the class boundary

universal, character recognition HIPs are probébly between two classes, which is often linear fopadictical
purposes. The intrinsic dimensionality of the gtling-
1.3. Pure classification tasks else space can be much larger than the intrinsic

dimensionality of the space generated by valid gtam

Pure classification tasks, however, can be solmed i Depending on the problem, the space of “sampled”
fairly automatic way. Since the ‘P’ in “CAPTCHA” everything-else can be zero (every sample is advali
stands for public, it is possible to generate agdar pattern), large (e.g. mis-aligned or cropped vphtterns)
database of challenges with their labels. We ¢mmt or hopelessly huge (purposefully designed “garbage”
train state of the art learning algorithms, suchnaaral patterns). Therefore, to train a classifier to grtpe
networks or Support Vector Machines (SVM), on this everything-else can be a much harder task thanlaiegu
database and expect fairly good results. Since thi classification between given classes.
procedure is automatic, every time the HIP paradigm
changes, a new database can be generated andtfegl to 2.2. Segmentation successes



There are a few cases where classifiers are trdimed
detection and segmentation. For instance neutalonkes

The top portion of the figure contains the unalielegters
‘ABCDE’. The same letters at the bottom have been
randomly moved and covered with arcs of both

have been successfully used for the segmentation oforeground and background color. Even with sualip

cursive handwriting [8]. However, this successesebn
three contributing factors. The cursive segmeniati
problem is 1-dimentional, the everything-else sp&e
limited to transition from valid classes to valithgses
(mis-alignment), and classification is helped Wgraguage
model.
dynamic programming algorithm provided by Viterbi
would not work and would be prohibitively expensj@¢
Because the everything-else space is relativelyllsiha
can be sampled and learned. Even so, the perfeaman
would not be satisfactory if a language model wat n
used to filter out mis-classification of “everytbielse as
valid characters.

Another example is the use of a boosting classitier
face detection [10]. In this case, boosting igduseselect
features to detect faces in an image, with a reatmyk
low rate of false positives. The success of huifaae
detection is due to the presence of very charatieri
features around faces, e.g. darker regions ardwndytes,
nose and mouth, with a fixed relationship betweemt,
which can be detected by a clever algorithm, aredl dier
localization. If a set of low level features cam lnked
with the presence of an object, localization is acim
easier task. Of course, in an adversarial caseg eare is
taken to ensure that valid and invalid patternster by
distortions have similar features.

2.3. Making segmentation difficult

Unlike cursive handwriting and face detection whtre

segmentation task is fixed, we have the freedosetmur
problem to make segmentation difficult. In park&zyuwe

can choose a 2D setting, generate a very high diimesl

space for everything-else, and remove many featias
could distinguish valid characters from random qras.

We also do not limit our selection of strings togh that
appear in a dictionary. Figure 1 is a simple tHaton of

the difference between classification and segmientat

"ABCDE
KBTR

Figure 1. Top: No distortions. Bottom: Random
placements and arcs drawn with foreground (2
per letter) and background (1 per letter) colors.

If the segmentation was 2 dimensional, the T HE

processing, off the shelf OCRs fail to recognizesth
letters. For instance, when the Scansoft OCR edgte
tiff images from figure 2,

THE OUICK BROWN FOX JUMPS
QUI CKX BROWN 'FOX T UMP S
P HEN 01l _CK~BR/WN—TF OX—FYUMPS

Figure 2. Top: No distortions. Middle: image
warping. Bottom: Random positions, and 1
foreground arc per letter.

it produced respectively “THE QUICK BROWN FOX
JUMPS”, “TIIE QUICK BkOWN FOX iUMPS”, and
“YaJ _0JJI — YMMP”. Distortions such as warping
(which will be described in the next section) cleaffect
recognition but not nearly as much as arcs andorand
positioning. One reason is that letter placemenhat
known a-priori in the last example and random passt
yield fictitious characters that are as valid te tACR as
the true characters. Yet this task remains fadgy for
humans.

It should be noted that in this example, a etev
programmer could easily distinguish the added ssok
from the letters by looking for constant thickness,
horizontal and vertical alignments, serifs, etcd &olve
this problem. The algorithm, however, would havébée
custom for this particular alteration. We will shn later
sections much more challenging images that even
intensive custom programming might not break.

3. Distortions

The simplest distortions are random rotations and
translations of the characters, but most good OCR
software is insensitive to such distortions. Werdffiore
add a general warping function. First, we compufeir

of warp fields by generating random (white) noise a
then use a separable recursive low-pass filter. [Tyvo
parameters control this step: the cut-off frequenicthe
low-pass filter and a scaling factor that multiplithe
whole (normalized) field. The first parameter cotd the
smoothness of the deformation while the second
parameter controls its intensity. These warp §ietde
then used to re-sample the originally rendered attiar
bitmap using an inverse warping algorithm [12].
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Figure 3. Image after applying warp field. being changed by the erosion and dilation. An extaraf

Figure 3 shows the resulting image after the oakin the resulting image is shown in Figure 5.

image has been deformed with a low-frequency random i | ; ]
warp field. ' ]
: | R, ]

4. Arcs

Figure 5. Thickness variations from dilations and
In order to make the character segmentation tasie mo erosions.
difficult, we draw random arcs over the generatstets.
Arcs are drawn in both the foreground and backgiloun
color, in order to potentially link or break apdetter
features.

Each arc is drawn as a Cardinal spline [13] whitee
control points. The end points of each arc areseho
(with random perturbations) to roughly bridge timace
between adjacent characters. The midpoint is chase
random deflection of the average position of the
endpoints, in order to give each arc some random
curvature. Figure 4 shows the resulting imager aibene
random arcs have been superimposed.

] A better alternative to dilation is to subject tivaole
X % image to a local warping. This step is similar the
} i/ ] previous warping step described in the distortiectisn.

The difference is that the cut-off frequency of kine pass
Figure 4. Image after adding random arcs. filter is higher, while the intensity is lower. h& result is
that warping is more localized and gives the visual
. o appearance of changes in thickness. This procakean
5. Thickness Variations distinguishing arcs from pieces of letters mordidalift
but is still esthetically pleasing and computatibna

Arcs and letters might be distinguishable becadisbeir cheap. The result of local warping on the image ams
thickness. If this was the case, an effective exhréal (with no other distortion) is shown in Figure 6.

attack could be to identify arcs and remove them, o
identify the corresponding pixels as “don’t careOnce
the letters are identified, segmentation and tloeeef
classification becomes much easier. (We believa tha
warping alone does not prevent breaking the chgdien

It is therefore imperative to make the segmentatibthe Figure 6. Thickness variations from local
added arcs from the letters extremely difficult. warping.

Unfortunately, this approach is not visually appesl
because it makes the characters appear to be diittg
erosion can also sometimes eat too much of a dearac
(e.g. left leg of first ‘M’ or top of ‘T’ in the fyure). We
only implemented dilation for binary images, whichs
the drawback of loosing aliasing information on kbigers
(which is also less appealing). Oversampling or
implementing dilation for gray level images makéss t
method computationally expensive.

5.2. Local warping

5.1. Morphological transformations 6. Deployment

Our first attempt was to use morphological Many combinations of alterations can be usethaie
transformations, such as dilation and erosion om th the challenge more difficult to computers. ~We can
characters and arcs to vary their thickness. Tdhitg  Increase the size of the image (make it truly 2D
compute the distance transform [14] on the binargge, ~ NUMber of arcs, the number of letters, and everentiak
and set the pixels to foreground if the transfoiistahice ~ challenge a *find k out of n” at very high diffiayl

is less than a random value taken from a smoothed>€tings: _ .
random scalar field (obtained using a similar athor as Using the above methods, a single distortion paresme

for warping). We then do the same on the negative @ De introduced to adjust the complexity of tnage.
images for the erosion. To prevent characters from!Nitially, the setting could be a low or no distort. When
disappearing in places, we also estimate the zartap the adversarial party starts breaking the challentfee
derivatives of the distance transform (which cqueesi to ~ KNob can be turned up to make the challenges harder

medial axes) and prevent the corresponding pixelnf  F19ure 7 shows, for example, the effect of variseiings
ranging from no distortion to high distortion.
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Figure 7. Images with increasing amount of 2002,
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Our HIP was deployed in MSN'’s hotmail registration [6] H. S. Baird, A. L. Coates, R. Fateman, “Pes#friat:
system Wwww.hotmail.con) on December 122002. A a Reverse Turing TéstInt’l J. on Document Analysis
19% drop in daily registration was immediately alsel. and Recognitionvol. 5, pp-158-163, 2003.

At the time of this publication, the Customer Suppo

inquiries related to this implementation have been [7] Y. LeCun, L. Bottou, Y. Bengio, and P. Haffner

minimal, indicating that the HIP has been readdgepted "Gradient-Based Learning Applied to Document

by hotmail users. Recognition,"Proceedings of the IEEBRol. 86, no. 11,
pp. 2278-2324, Nov. 1998.

7. Conclusion
[8] Y. Bengio, Y. LeCun, C. Nohl, and C. Burges,

Effective Human Interactive Proof systems are "LeRec: A NN/HMM Hybrid for On-Line Handwriting
becoming an important component for many on-line Recognition,” Neural Computation vol. 7, no. 6, pp.
services. By making the cost prohibitive for a hime to ~ 1289--1303, 1995.
gain access without the expenditure of human dajitee
can protect many services from unwanted automated9] E. Levin and R. PieracciniDynamic planar warping
intrusions.  Gating services such as electronicl,mai for optical character recognition Proceedings of
admission to chat rooms, and on-line polling caiphe ICASSP'92, 111:149-152, 1992.
preserve the integrity of these services.

The techniques described in this paper leverage thd10] P. Viola and M. Jone®apid object detection using
human advantage over machines at segmenting text in & boosted cascade of simple featur@sProc. Computer
its constituent characters. By exploiting theseaathges, ~ Vision and Pattern Recognition, 1:511-518, Kau@02
text-based challenges can be generated that ang fai
easily read by humans but are well beyond the nurre [11] R. Deriche, “Fast Algorithms for Low-Level \fe1”,
capabilities of automated text recognizers. IEEE Transactions on Pattern Analysis and Machine

Challenges can be generated efficiently, and theirIntelligence 12(1), January 1990, pp. 78-87.
difficulty can be easily adjusted in response terus
feedback or technological advances. [12] Wolberg, G., Digital Image Warping IEEE

While we believe that these methods provide a high Computer Society Press, Los Alamitos, 1990.
degree of assurance, further work is likely to beassary
to stay ahead of developments in hardware and amdtw [13] Bartels, R. H., Beatty, J. C., and Barsky,AB, An
that may better mimic the parallel processes atliby Introduction to Splines for use in Computer Grajghic
humans for text recognition. and Geeometric Modeling/lorgan Kaufmann Publishers,

Los Altos, 1987.
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